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Abstract
The quality of internal control systems can have a significant impact on decision-making by users of financial information 
as well as on the financial position of organisations and on negative economic consequences of economic activity 
(bankruptcy, fictitious audit reports, etc.). The tools for ensuring the financial stability and solvency of a company are 
largely determined by the processes developed, implemented and maintained within its internal control system. In turn, 
the quality of the internal control system and its ability to respond quickly to emerging threats to reduce financial stability 
depend on external and internal factors affecting the system itself. We believe that negative consequences are typical for 
Russian organisations due to the insufficient study of these factors.
The goal of this paper is to investigate the influence of the external and internal factors of internal control systems on the 
financial stability and solvency of Russian organisations based on a review of foreign publications.
This paper has the following targets: (a) identifying the external and internal factors of internal control systems based 
on a review of foreign studies of the determinants of internal control systems, (b) identifying the characteristic factors 
of Russian organisations and (c) developing a methodology for assessing the dependence (relationship) between the 
characteristic factors of internal control systems and the financial indicators of Russian organisations.
Our research hypothesis is that the high level of economic crimes, bankruptcies and other negative economic consequences 
of low financial stability and solvency of organisations in Russia is due to the weak elaboration of factors affecting the 
internal control systems of organisations.
To achieve our research goal, we conducted a systematic review of foreign (Chinese, US and European) publications. 
The selection criteria for publications were indexability in Scopus and the Web of Science and ranking by citation level. 
Our research question was the influence of external and internal factors on the quality of the internal control systems 
of organisations. We began our literature review with the year 2014 which witnessed the appearance of studies of the 
results of a ten-year application of the COSO Concept: Internal Control and the Sarbanes-Oxley Act. The literature review 
allowed us to identify the external and internal factors affecting the internal control systems of foreign organisations. This 
separation is due to the fact that internal factors depend, as a rule, on the activities of the organisation, which can manage 
them in order to improve the quality of its internal control system and influence financial stability and solvency. External 
factors do not depend on the activities of the organisation, and the task of the management is to monitor risks and to 
respond to changes in the external environment promptly in order to minimize the negative impact on the quality of the 
internal control system.
Russian companies do not publish similar reports on the quality of their internal control system, which represents a 
significant limitation of our research. We identify the following characteristic factors for Russian organisations: external 
audit, state, and market factors (external factors) and the characteristics of the management board, the CEO and the board 
of directors, the ownership structure, and the organisation of the internal control / audit system (internal factors). In 
addition, the prospects for studying the impact of these factors on the internal control systems and the financial stability 
and solvency of organisations are outlined. A methodology for assessing the dependence (relationship) between the factors 
of the internal control systems and the financial indicators of Russian organisations is developed.
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Introduction
In recent years, the study of the external and internal de-
terminants of internal control systems has been gather-
ing pace due to the expanding experience of applying the 
COSO Concept: Internal Control and the Sarbanes-Oxley 
Act (section 302 of Corporate Responsibility for Financial 
Reports, section 404 of Management Assessment of In-
ternal Controls). In most cases, researchers divide coun-
tries into three categories: countries regulating internal 
control system reports on the basis of the Sarbanes-Oxley 
Act, countries regulating internal control system reports 
along the American model, and countries which do not 
regulate this sphere at all. The regulation system influences 
the quality of internal control systems (ICSs); for this rea-
son, analysis gives different results in different countries. 
Researchers have also identified various factors that have 
an impact on internal control systems and their reports, 
depending on national specifics. They include external fac-
tors such as external audit, national culture, market envi-
ronment, and the model of internal control system regula-
tion and internal factors such as characteristics of the CEO 
and the management board committee, internal audit, and 
ownership structure [1].
Practical issues related to determinants and economic af-
ter-effects of the quality of internal control systems have 
become relevant in Russia. This is related to a great num-
ber of modified auditor’s opinions, detected fraudulent au-
ditor’s opinions, increasing company and especially bank 
bankruptcies, and the spread of fraud. Over the past dec-
ade, companies have increasingly had to grapple with eco-
nomic crimes. According to the Global Economic Crime 
and Fraud Survey 2018 [2] prepared by the accounting 
firm PricewaterhouseCoopers, the following types of fraud 
prevail in Russia: misappropriation of assets, bribery and 
corruption, and procurement fraud. According to a poll 
conducted in Russia, 41% of respondents whose companies 
had suffered from economic crimes over the previous two 
years said that their losses had amounted to $100,000 [2]. 
Audit results confirm that the misrepresentation of finan-
cial statements takes place on a regular basis. According to 
reports of the Ministry of Finance of the Russian Federa-
tion, approximately 20% of audit reports over the past five 
years have been issued with a modified opinion, which was 
represented in most cases as a qualified opinion [3].
Global Economic Crime and Fraud Surveys indicate that 
internal control mechanisms are most effective in detect-
ing unscrupulous practices. Thus, the identification of ex-
ternal and internal factors, the study of their influence on 
internal control systems and their correction on the basis 
of the detected factors make it possible to decrease the 
likelihood of modified auditor’s opinions, bankruptcy and 
other negative consequences resulting from low-quality in-
ternal control systems.
In view of this we propose the following research hypoth-
esis: in Russia, there is a high level of economic crimes, 
bankruptcies and other negative economic consequences 
of the low financial stability and solvency of organisations 

due to an insufficient understanding of factors affecting 
the internal control systems of organisations. The purpose 
of this paper is to investigate the influence of external and 
internal factors of internal control systems on the financial 
stability and solvency of Russian organisations based on a 
review of foreign publications
Our study has the following targets: identifying the exter-
nal and internal factors of internal control systems based 
on a review of foreign studies of the determinants of such 
systems, identifying the characteristic factors of Russian 
organisations, and developing a methodology for assessing 
the dependence (relationship) between characteristic fac-
tors of internal control systems and the financial indicators 
of Russian organisations.
The paper consists of three sections that study the influ-
ence of internal factors on the internal control system, the 
influence of external factors on the internal control system, 
and the characteristics of the internal control systems of 
Russian companies.
To attain this goal, we make a systematic review of foreign 
publications (China, Europe and the USA). The following 
selection criteria were used for publications: published in 
2014–2020 (the beginning of this period witnessed the 
publication of studies about the results of a ten-year appli-
cation of the COSO Concept: Internal Control and the Sar-
banes-Oxley Act), indexability in Scopus and the Web of 
Science, ranking by citation level, and international scope 
(the sample comprises studies from the USA, Europe, Chi-
na and other countries, making it possible to identify sim-
ilarities and differences in conclusions about the influence 
of similar factors on internal control systems due to the 
specifics of national regulations and old ways).

Study of the Influence of Internal 
Factors on the Internal Control 
System
In order to test our hypothesis and identify the ICS char-
acteristics of Russian companies, we shall make a detailed 
review of foreign studies of the influence of internal corpo-
rate factors on internal control systems.
An analysis of literature indicates that the main internal 
factors are the characteristics of the CEO, the board of di-
rectors, the audit committee, and the ownership structure 
(Table 1).

Characteristics of the CEO, Board of 
Directors and Management Board
The board of directors and audit committee play an essen-
tial role in establishing the internal control system. Audit 
committees control the audit of a company, analyse major 
shortcomings and monitor remedial measures. The board 
of directors assumes the final responsibility for the super-
vision of the internal control system.
CEO characteristics (for example, individual approach or 
cooperation with the board of directors, management style 
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(power), ownership of company shares) may also have an 
impact on ICS quality. For example, a powerful CEO may 
jeopardize the ability of the board of directors to control 
management decisions and weaken the internal control 
and corporate monitoring systems in order to serve his/
her own interests. 
Do the characteristics of the board of directors and in-
ternal auditors influence the reliability of internal control 
systems? Studies conducted in the USA by Balsam, Jiang 
and Lu (2014) demonstrate that the characteristics of the 
board of directors (size and independence) and the audit 
committee (financial examination and size) have no sig-
nificant impact on the disclosure of information about 
the weaknesses of the internal control system (as per SOX 
404) [1].  However, Chen et al. (2017) believe that the in-
dependence of the board of directors has a negative impact 
on the disclosure of information about the shortcomings of 
the internal control system and that this negative relation 
defines to a greater extent the double nature of CEOs [1]. 
Probably, the contradicting results are related to the differ-
ent regulation systems in the USA and China as well as to 
the different time periods of the studies.
How does the CEO’s gender influence the quality of the in-
ternal control system? In recent years, there have appeared 
a number of studies that may be used to trace the impact of 
gender diversity of the board of directors and audit com-
mittee on the quality of the internal control system. Parker 
et al. (2017) examine the question of whether the gender of 
auditors and board members influences ICS quality. Their 
results show that the share of women on the audit com-
mittee is positively related to the probability of the disclo-
sure of information on ICS weak points in reports. For the 
board of directors, this relation is negative [5].  Chen et al. 
(2016) also suggest that the percentage of women on the 
board of directors has a negative relation to the probability 
of the disclosure of information about ICS shortcomings 
[6]. 
In comparison with earlier research, the aforementioned 
papers largely confirm that ICS quality has a direct rela-
tion to the characteristics and composition of the board 
of directors. It complies with good management practice. 
Studies on audit committees and the ICS also support the 
opinion that positive aspects of audit committees (such as 
expert knowledge and independence) are related to higher 
ICS quality. Studies of the influence of CEO characteristics 
and new studies of the influence of women CEOs on ICS 
quality are more equivocal. The conclusions depend on the 
country of study, the national culture and the customary 
ways of doing business.

Ownership Structure
The characteristics of the ownership structure (family 
ownership, ownership concentration) have a significant 
impact on corporate management practices and, hence, 
on risk management and internal control systems due to 
the ability/inability of some persons to influence decision 
making. 
How does family ownership influence the quality of the in-
ternal control system in various countries? Bardhan (2015) 
and Weiss (2014) studied the impact of family ownership 
on ICS quality in the USA and Israel, respectively. Weiss 
(2014) points out that family ownership is, to a large extent, 
associated with a smaller number of material shortcomings 
of the ICS disclosed in the reports of Israeli companies [7].  
Bardhan (2015) provides evidence that American fam-
ily firms have lower ICS quality (SOX, section 404) than 
non-family ones [8]. Obviously, the difference in these re-
searchers’ conclusions is explained by specifics of the na-
tional cultures of the studied countries. 

Internal Auditors
The audit committee plays an important role in assuring 
the proper quality and efficiency of corporate governance, 
creating and maintaining the company’s business value and 
improving its investment attractiveness. The main function 
of the audit committee is to provide assistance to the board 
of directors in exercising efficient control, including the 
following factors:
• Completeness, accuracy and reliability of reports.
• Efficiency of corporate governance, risk management 

and the internal control system.
• Efficiency of internal audit.
• Quality of internal audit.
• Counteracting the unscrupulous practices of 

employees.
Thus, the internal audit department plays an essential role 
in monitoring and uncovering the shortcomings of the in-
ternal control system and informing the senior executive 
management about them so that remedial measures are 
taken in due time. The aforementioned studies indicate 
that the improvement of internal audit is related to the im-
provement of the quality of the internal control system.
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Table 1. Internal determinants of the internal control system (ICS)

Authors Factors of the internal control system (ICS) Country Statutory regulation / used reports Main results

Characteristics of the CEO, board of directors and management board

Lin et al. (2014) [1] CEO characteristics and ICS shortcomings USA SOX 404, disclosure of ICS short-
comings

CEO security (length of appointment) and age are related negatively to ICS quality (the older the director, 
the lower the ICS quality)

Campbell  et al. (2016) [1]
Professional community of the senior executive manage-
ment (positions of the CEO / chief financial officer) and ICS 
quality

USA SOX 404, disclosure of ICS short-
comings

Executive relationships (joint ownership by the CEO / chief financial officer) are related negatively to the 
probability of ICS shortcomings

Chen, Knechel  et al. (2017) [1] Independence of the board of directors and the probability of 
including information on ICS shortcomings in the report USA SOX 404, disclosure of ICS short-

comings
The independence of the board of directors is related negatively to the disclosure of shortcomings of the 
internal control, and this negative relation tends to be even greater in the case of the CEO’s double nature

Chen,  Eshleman et al. (2016) [6] Presence of women on the management board and ICS 
shortcomings USA SOX 404, disclosure of ICS short-

comings
Companies with a high percentage of women on their boards of directors are less likely to have ICS short-
comings

Pakey  et al. (2017) [3] Presence of women on the audit committee and management 
board and disclosure of ICS shortcomings USA SOX 404, disclosure of ICS short-

comings
The share of women on the audit committee (management board) is significant and positively (negatively) 
related to the probability of disclosing ICS shortcomings. The influence has not been defined.

Hay et al. (2014) [1] Independent directors on the board and ICS quality China Voluntary disclosure of audit reports 
concerning the ICS Independent directors on the board of directors improve ICS quality.

Shen et al. (2020) [9] Rural origin of the director (as well as his/her gender, age, 
and education) and the internal control system China Statements of Chinese listed compa-

nies

The rural origin of the CEO may improve significantly the quality of corporate internal control. At the 
same time, when the CEO is a woman, the positive influence of the CEO’s rural origin on the quality of the 
internal control is not apparent; however, when the CEO is older and has a higher education, the positive 
influence of the CEO’s rural origin on the quality of corporate internal control becomes more apparent.

Shu et al. (2018) [10] Corporate integrity and shortcomings of internal control China Data of polls about corporate integrity

Corporate integrity is related very significantly and negatively to internal control shortcomings. The neg-
ative relation between corporate integrity and internal control shortcomings is more significant in cases of 
underdeveloped legislation and market competition. More efficient corporate governance may strengthen 
the relation between corporate integrity and the quality of internal control. Corporate integrity may improve 
the quality of internal control

 Lu, Cao (2018) [11]
Individual characteristics of the members of the board of 
directors (education, experience, certification) and internal 
control quality

China Statements of Chinese listed compa-
nies

Internal control quality is better, shortcomings of internal control are reduced, and elimination of short-
comings is more likely in companies whose chairman and members of the board of directors have higher 
qualifications. Moreover, the right of ownership has a restraining influence on the interrelation between the 
characteristics of the board of directors and internal control.

Agyei-Mensah (2016) [12] Independence of the board of directors, size of the board of 
directors, institutional ownership and ICS disclosure China Informative analysis of ICS reports Only the independence of the board of directors has a significant positive influence.

Michelon  et al. (2015) [1] Characteristics of the board of directors, audit committee 
and ICS disclosure

Germany, 
France, Italy, 
Great Britain 

Index of ICS information disclosure The double nature of the CEO has a negative impact on the disclosure of ICS shortcomings. An expert 
chairman of the audit committee has a positive influence.

Ownership structure

Bardhan (2015) [4] Family ownership and ICS shortcomings USA SOX 404, disclosure of ICS short-
comings

Family firms show greater ownership shortcomings of the internal control system that non-family compa-
nies

Weiss (2014) [7] Family ownership and ICS shortcomings Israel SOX 302, disclosure of ICS short-
comings

Family ownership is to a great extent related to a smaller number of ownership shortcomings of the internal 
control system

Ji  et al. (2015) [1] Ownership structure and voluntary disclosure of ICS short-
comings China Informative analysis of ICS reports The size of the board of directors and ownership concentration have a negative impact on the voluntary 

disclosure of ICS shortcomings, while the expertise of the audit committee has a positive impact.

Internal audit quality

Mazza and Azzali (2015) [1] Influence of internal audit quality on the gravity and resist-
ance of ICS shortcomings Italy Examination of internal auditors The improvement of internal audit quality is related to a decrease in the gravity and resistance of control 

shortcomings

Chang et al. (2019) [13] Influence of the characteristics of internal audit on the effi-
ciency of internal control China Data on Taiwanese companies

Internal audit assists management in improving internal control. A larger internal audit group may increase 
the efficiency of internal audit, while the competence of an internal auditor is positively related to the effi-
ciency of the internal control of compliance, not operations
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Study of the Influence of External 
Factors on the Internal Control 
System
In order to test our hypothesis and identify the ICS factors 
characteristic of Russian organisations, we shall consider 
in greater detail foreign studies of the influence of external 
factors on the internal control system.
A literature analysis shows that the main external factors 
are external audit, national culture and market factors  
(Table 2).

Variables Related to Audit
Not only internal but also external audit has been shown to 
have a significant impact on company operations in gen-
eral and on the internal control system in particular. For 
example, it has been argued that an improvement in audi-
tor quality is positively associated with ICS performance. 
Auditors’ IT expertise and in-depth knowledge of their cli-
ent companies allow them to conduct advanced auditing 
procedures and make the corresponding tests to detect risk 
areas. This is likely to enhance audit quality and reduce the 
probability of ICS shortcomings. The auditor type (Big 4 or 
non-Big 4) may also have an impact on ICS quality, inso-
far as Big 4 auditors tend to be more independent due to 
their diversified client portfolio and exert more pressure 
on management to improve the ICS. Thus, organisations 
that are subject to mandatory external audit or commis-
sion voluntary audit improve the quality of their internal 
control systems.
How does payment for auditing services influence the 
quality of the internal control system? There are a lot of 
studies that consider the impact of a flawed internal con-
trol system on the quality of financial statements, decision 
making and audit. Buslepp et al. (2019) attempted to devel-
op an alternative measure of internal control quality. They 
assumed that an erroneous classification of fees related to 
audit is indicative of a low quality of internal control in 
disclosures of annual reports. Due to lower-quality internal 
control, companies that erroneously classify fees related to 
audit are more likely to inform of a significant shortcom-
ing, submit applications at an inappropriate time (a longer 
time lag) and pay higher fees for audit. An erroneous clas-
sification of the fees related to audit correlates with a low 
quality of internal control [14].
Irrespective of the country (USA, China, or Egypt), re-
searchers register the positive influence of high-quality 
external and internal audit on the quality of the internal 
control system.

Financial Analysts
The question of the influence of financial analysts and the 
reports they publish on the quality of the internal control 
system is hardly considered in the literature, despite the 
fact that financial analysts play an important role as inter-
mediaries between companies and investors. By studying a 

company and estimating its profit, financial analysts pro-
vide an additional mechanism of external monitoring that 
can lead to the imposition of severe restrictions on compa-
ny management in order to improve ICS quality.
Mao and Yu (2015) studied the interrelation between the 
beginning of analyst forecasting of cashflows and the rise 
in ICS quality in the USA. They concluded that, after an-
alysts started to make forecasts on cashflow movements, 
companies began to reveal a smaller number of ICS short-
comings as per SOX 404, implying that analysts motivate 
managers to focus on the quality of the internal control 
system [1].
Nevertheless, the influence of financial analyst activity and 
reports on the quality of the internal control system re-
quires additional study.

National Culture
According to Hofstede’s definition (2001) that places spe-
cial emphasis on individualism, the avoidance of instabili-
ty and power distance characteristics, the national culture 
may also influence ICS quality [15]. Managers operating in 
countries with a higher level of individualism care more for 
their own interests than for the welfare of shareholders and 
the demands of affected parties. They are more inclined to 
use discretionary instruments to serve their own purpos-
es. A higher level of individualism and power distance has 
a positive relation with ICS shortcomings, while a higher 
level of instability avoidance decreases the probability of 
shortcomings in the internal control system. 
Hooghiemstra’s study of the internal control reports of 
companies from 29 countries and Kanagaretnam’s study of 
SOX 404 reports on the disclosure of ICS shortcomings of 
US-incorporated companies from 39 countries show that 
individualism has a positive impact on the disclosure of in-
formation about ICS quality [16].

Regulatory and Market Factors
How does government regulation influence companies’ 
operations in general and their internal control systems in 
particular? A high level of government regulation forces 
companies to comply with rules and guiding principles in 
order to survive. Market competition makes it more likely 
that a company characterized by a high cost of goods, work 
and services will be liquidated. The implementation of a 
high-quality internal control system requires financial re-
sources, and so companies with lower profitability have less 
opportunities to improve their internal control systems.
How do the characteristics of the market on which the 
company operates influence its internal control system? 
In the USA, Kim et al. (2015) considered the influence of 
three factors on competition on the product market (Her-
findahl-Hirschman index, the greatest concentration coef-
ficient (for four companies) and the industry leader indi-
cator) in order to evaluate the quality of internal control 
systems. They showed that companies operating on highly 
competitive markets are characterized by lower ICS quality 
(SOX, section 404) [1].  
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Table 2. External Determinants of the Internal Control System (ICS)

Authors Factors of the internal control system (ICS) Country Statutory regulation / used reports Main results

External audit

López et al. (2014) [19] 
 
 Auditor type and ICS quality USA

Internal control shortcomings disclosed in 
A-133 information letters of auditor’s opin-
ions of health care companies

Companies verified by Big 4 auditors have higher ICS quality

De Simone et al. (2015) [1] Rendering of tax services by an auditor and ICS quality USA SOX 302 and 404, ICS shortcomings dis-
closure

Companies which purchase tax and non-audit services disclose major shortcomings of the ICS less 
frequently

Albring et al. (2018) [20] Unexpected fees and financial shortcomings of internal 
control USA SOX 404, ICS shortcomings disclosure Unexpected fees are related to shortcomings of the ICS at the corporate level

Chen, Gul et al. 
(2016) [21] 

Term of auditor’s powers and geographic proximity to the 
customer and ICS shortcomings USA SOX 404, ICS shortcomings disclosure Companies whose auditors are involved in their activities in the long term and which are geographi-

cally closer to auditors have less serious problems with ICS shortcomings

Haislip et al. 
(2016) [1] Auditor’s IT experience and ICS shortcomings USA SOX 404, ICS shortcomings disclosure Auditor’s IT experience has an inverse relation to ICS shortcomings

López and Rich 
(2017) [19]

Geographical distance between municipalities of the USA 
and their external auditors and ICS quality USA A-133 information letters, ICS shortcom-

ings disclosure
Geographical distance between municipalities of the USA has a positive impact upon disclosure of 
ICS exceptions

Buslepp et al. (2019) [14] Erroneous classification of fees related to audit and short-
comings of internal control USA SOX 404, ICS shortcomings disclosure

In accordance with a lower quality of internal control, companies which classify audit-related fees 
erroneously are more likely to report major shortcomings, submit applications at an inappropriate 
time and pay higher fees for audit. Erroneous classification of fees related to audit is defined by a low 
quality of internal control

Xudong Ji et al.  (2018) [22] Payment for audit and shortcomings of the internal control 
system China Voluntary disclosure of auditor’s opinions 

about the ICS
Payment for audit is related positively to detected shortcomings of internal control. In particular, it is 
significantly related to non-financial reporting but has no relation to financial statements

Khlif and Samaha (2016) [23] Activity of the audit committee and ICS quality and influence 
of the scope of external audit Egypt Examination of external auditors The activity of the audit committee is related positively to ICS quality, and such interrelation is more 

characteristic of audits performed by Big 4 auditors

Financial Analysts

Mao and Yu (2015) [1] Predictive analysis of cash flows and ICS quality USA SOX 404, ICS shortcomings disclosure Forecasts of cash flow movements reduce the possibility of financial ICS shortcomings

 National Culture

Hooghiemstra et al. 
(2015) [1]

Individualism and uncertainty avoidance and voluntary dis-
closure of the ICS 29 countries Analysis of ICS reports Individualism (uncertainty prevention) has a positive (negative) influence on the disclosure of ICS 

information

Kanagaretnam et al. 
(2016) [16]

National culture (individualism, uncertainty avoidance and 
power distance) and ICS shortcomings

Companies from 
39 countries 
incorporated in 
the USA

SOX 404, ICS shortcomings disclosure Individualism and power distance are related positively while uncertainty avoidance is related nega-
tively to the disclosure of ICS shortcomings

Governmental and Market Factors

Kim and Kim (2015) [1] Competition on the product market and ICS quality USA SOX 404, ICS shortcomings disclosure Companies active on competitive markets have lower ICS quality

Bryan (2017) [17] Power of trade unions and quality of audits and internal 
control USA SOX 404, ICS shortcomings disclosure

Trade unions have reasons to request high-quality inspections and reliable internal control systems, 
because they rely on financial information when conducting negotiations for signing collective bar-
gaining agreements. Nevertheless, organised labour motivates managers to commission lower-quality 
audits and provide weaker internal control in order to have more influence over the content of finan-
cial information submitted to trade unions. The power of trade unions is related to high audit quality 
and better internal control.

Zhang and Chen (2016) [18] Competition on the product market and ICS quality. Does 
government ownership mitigate this ratio? China Analysis of annual reports (index of ICS 

quality)
Intensive competition on the product market is related to higher ICS quality. This relation is stable 
only for companies with non-governmental ownership.
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At the same time, Zhang and Chen (2016) demonstrated 
that the intense competition on the product market in 
China leads to a higher level of disclosure of information 
about the internal control system [18]. National differenc-
es may be a possible reason for these contradictory con-
clusions. 
Do trade unions and their activities influence the qual-
ity of the internal control system? Bryan (2017) makes a 
classification on the basis of this category. Trade unions 
have reasons to request high quality inspections and reli-
able internal control systems, because they rely on finan-
cial information when conducting negotiations for signing 
collective bargaining agreements. Nevertheless, organised 
labour motivates managers to employ lower-quality audits 
and set up weaker internal controls in order to have more 
influence on the financial information submitted to trade 
unions. The power of trade unions is related to high audit 
quality (and high payments for audit) and better internal 
control (smaller number of major shortcomings) [17].
Thus, quality of the internal control system is related di-
rectly to the level of government regulation of corporate 
operations in general and the internal control system in 
particular, the level of non-government regulation (trade 
union activities), and the level of competition on the 
market.
Our review of foreign literature identified the following 
factors as having a significant impact on the internal con-
trol system: characteristics of the director, board of direc-
tors and management board, ownership structure, and 
internal audit quality (internal factors) and external au-
dit, financial analysts, national culture, governmental and 
market factors (external factors). For some characteristics 
(for example, women occupying senior management posi-
tions), contradictory results were obtained about their in-
fluence on the corporate internal control system. The dif-

ferences are due to the time periods of the studies, national 
traditions of doing business, and the specific nature of the 
regulation of internal control in the USA and some other 
countries. The majority of conclusions about the strength 
and type of relation between the internal control system 
and external / internal factors were obtained on the basis 
of corporate reports about the state of the internal control 
system made in conformity with the Sarbanes-Oxley Act 
and other reports: independent evaluation of the control 
tools System and Organisation Controls (SOC, previously: 
Service Organisation Controls) in accordance with SSAE 
18, ISAE 3402 and other standards [24].

The Internal Control System of 
Russian Organisations: Developing 
a Methodology for Assessing the 
Influence of the Internal Control 
System Factors on the Financial 
Stability and Solvency of Russian 
Organisations
While internal control is obligatory in Russia today [25], 
requirements for internal control systems and the obliga-
tion to prepare reports have not been codified by law. The 
greatest problem of our study in this domain is the absence 
of statistics in Russia that could be used to determine the 
influence of factors on the internal control system in the 
national environment and hence their influence on corpo-
rate finance.
Table 3 presents internal and external factors which, in the 
author’s opinion, influence or may influence the internal 
control systems of Russian companies.

Table 3. Determinants of the internal control systems of Russian organisations

ICS factors Main results

Internal

Characteristics of the man-
agement board  

The existence of a board of directors has a positive influence on the 
quality of the internal control system

Characteristics of the CEO 
and board members 

Organisations managed by directors (boards of directors) of middle 
age (younger than 40) are more likely to have internal control short-
comings. The greater the participation of the director (members of 
the board of directors), the lower the quality of the internal control 
system. In contrast, the higher their education attainment and experi-
ence, the less likely the existence of ICS shortcomings

Ownership structure The influence of private / government / mixed structure has not been 
determined

Arrangement of the internal 
control / audit system

The existence of internal control / audit departments has a positive 
impact on ICS quality
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ICS factors Main results

External 

External audit
Obligatory audit has a positive impact on the quality of the internal 
control system. With regard to audit company type (Big 4, non-Big 
4), companies examined by Big 4 auditors have higher-quality ICS

Governmental and market 
factors

Statutory regulation of the industry (specific laws and regulations): 
the tighter the governmental control, the higher the ICS quality. Or-
ganisations which maintain accounting and write up account state-
ments according to IFRS are less likely to have major ICS shortcom-
ings. The higher the competition on a market, the higher the quality 
of the internal control system

The conclusions concerning the characteristics of the man-
agement board and CEO are confirmed by the data of Rus-
sian surveys about economic crimes and fraud. Approxi-
mately 50% of economic crimes in Russia are committed 
by employees in their own organisations – in particular, 
by senior executive managers (39%) and middle-ranking 
managers (47%) and, more specifically, by finance depart-
ment employees [1]. The typical perpetrator of fraud is a 
male of age 31–40 with a tertiary degree and profession-
al experience of three-five years. On the basis of this data, 
we can make the conclusion that, when an organisation is 
managed by such employees, it has a worse internal control 
system. This enables them to commit fraud.
It should be noted that, in Russia, 41% of respondents 
whose companies had suffered from economic crimes over 
the preceding four years said that their losses had amount-
ed to $100,000 [1]. This confirms the assumption made at 
the beginning of our study about the insufficient under-
standing of factors that influence the internal control sys-
tems as well as the financial stability and solvency of Rus-
sian companies.
To test our conclusions on a real-life case, we chose the 
pharmaceutical industry on account of its high social 
significance. Most pharmaceutical distributors make up 
statements of accounts as per IFRS. Such annual reports 

are subject to obligatory audit. We analysed reports of key 
pharmaceutical distributors incorporated and operating 
on the market of the Siberian Federal District (selection 
criteria: type of activity – wholesale in pharmaceutical 
products; principal economic activity code (OKVED (Rus-
sian National Classifier of Types of Economic Activity)) – 
46.46; revenue for 2017 and/or 2016 and/or 2018 – over 
RUB 1 million). However, to avoid preparing (or publish-
ing) reports about their internal control systems, some 
companies include only information on internal audit in 
their annual reports, while issues related to the internal 
control system in auditor’s opinions are not considered to 
be important.
In this section of our study, we evaluate the dependence 
(interrelation) between factors of the internal control sys-
tems and the financial indicators of the chosen companies. 
We apply the methodology presented in Figure 1.
In order to apply this methodology, we take liquidity as the 
characteristic “problematic” indicator. A financial analy-
sis of pharmaceutical distributor operations demonstrates 
that the majority of companies from the Siberian Federal 
District show a significant negative deviation from aver-
age market liquidity indicators across the country (average 
industry indicators: current liquidity ratio – 3.02, quick li-
quidity ratio – 2.02, absolute liquidity ratio – 0.54).

Figure 1. Methodology for assessing the dependence (interrelation) between the factors of the internal control systems 
and the financial indicators

Identifying the factors which influence the internal control systems of the chosen companies

Evaluating and ranking the disclosure of information (as it has changed over the years) 
about risks in the reports of the chosen companies in comparison with the standard

Detecting the financial indicator characteristic which the chosen companies can control 
through their financial management system

Developing a model and assessing the significance of the relation between the disclosure of 
information about risks (related to the factors of the internal control system) and the char-

acteristic indicator (financial stability and solvency)

Verifying the disclosure of information about 
risks related to the internal control system in the 

reports of the chosen companies

Taking a company with the most complete disclo-
sure of information about risks in its reports as a 

standard
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If a significant and direct dependence (interrelation) of 
the chosen indicators is observed (i.e. the higher the as-
sessment of disclosure of information on risks related to 
the factors of the internal control system, the higher the 
liquidity indicators of the chosen companies), our hypoth-
esis that the high level of economic crime and fraud, bank-
ruptcies and other negative economic after-effects of low 
financial stability and solvency of Russian organisations is 
due to an insufficient understanding of the factors that in-
fluence the internal control systems of organisations will 
be proven.

Conclusion
Despite some controversy about the results of a systematic 
review of foreign publications, we identified the external 
and internal factors of internal control systems and de-
fined their influence on the latter (taking national specifics 
into account in some cases). Companies can control the 
following internal factors to improve the quality of their 
internal control systems: characteristics of the CEO, board 
of directors and management board; ownership structure; 
and quality of internal audit. The following external factors 
are characteristic of the internal control systems of foreign 
companies, according to our analysis: external audit, finan-
cial analysts, national culture, and governmental and mar-
ket factors. It should be noted that government regulation 
of the internal control system is one of the most important 
governmental factors determining differences in the re-
sults of studies in various countries.
At the beginning of this paper, we divided countries into 
three categories: countries regulating the reports of the 
internal control system by the Sarbanes-Oxley Act, coun-
tries regulating reports of the internal control system 
along the American model, and countries which do not 
regulate this sphere at all. However, Russia does not be-
long to any of these categories. Federal Law No. 402-FZ 
“On Accounting” [25] sets down the requirement of con-
ducting internal control, and some instructional guide-
lines about the disclosure of specific aspects of internal 
control have also been introduced. However, the require-
ments for the internal control system and the obligation to 
prepare reports have not been strictly codified by law, in 
contrast to countries that adopted the Sarbanes-Oxley Act 
or similar laws. In this regard, the absence of the required 
information impedes the study of the influence of exter-
nal and internal factors on the internal control systems of 
Russian organisations. We identified the following charac-
teristic factors of Russian companies: external audit and 
governmental and market factors (external factors) and 
the characteristics of the management board, the CEO, 
and members of the board of directors, ownership struc-
ture, and the arrangement of the internal control / audit 
system (internal factors), although the type of influence 
has not been identified for all factors. We then proposed a 
methodology for assessing the dependence (relationship) 
between the factors of the internal control system and the 
financial indicators.

If the results of the proposed methodology show a signif-
icant and direct dependence (relationship) between the 
chosen indicators (i.e. the higher the assessment of the dis-
closure of information on risks related to the factors of the 
internal control system, the higher the liquidity indicators 
of the chosen companies), the hypothesis that a high level 
of economic crime and fraud, bankruptcies and other neg-
ative economic after-effects of low financial stability and 
solvency of Russian organisations is due to an insufficient 
understanding of the factors which influence the corporate 
internal control system will be proven.
Finally, it should be noted that the goal of the paper of in-
vestigating the influence of external and internal factors of 
the internal control system on the financial stability and 
solvency of Russian organisations based on a review of for-
eign publications has been achieved. The limitations of our 
study include the small sample of companies (the leading 
pharmaceutical distributors of the Siberian Federal Dis-
trict) and the lack of a database of corporate reports on 
internal control systems.
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